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Abstract—The security of radio frequency identification
(RFID) has been extensively studied in terms of eavesdropping,
jamming, relay and tag cloning attacks in the literature. In
this paper, we aim to explore a new type of attack, called
identification overriding (IDO), in which an attacker tries into
inject malicious signals to a tag’s reflected signal to override the
unique information transmitted by the tag. The IDO attack is
designed without the knowledge of the tag’s transmitted data
and has low computational complexity to inject the malicious
data. In addition, the attacker also minimizes the overall energy
of the injection signal to make the received signal look normal
to the reader. Extensive experiments show that the IDO attack
maintains a high success probability generally ranging from 60%
to 99% in various evaluation scenarios. Finally, we provide a
defense method for the reader to detect the presence of the IDO
attack from the received signal.

Index Terms—Radio frequency identification (RFID), Internet
of things (IoT), Security, Active attacks

I. INTRODUCTION

Radio frequency identification (RFID) is a wireless commu-
nication technique for digit identification that has remarkably
low power consumption and cost. A basic RFID system
consists of two main components, a reader and a tag [1]. The
reader is able to send an RF signal to a reflective wireless
device called a tag. The tag modifies and reflects the RF signal
to the reader for delivering its identification (and data). RFID
is an important part of the Internet of Things (IoT) [2], such
as product labels in supermarkets and inventories, wearable
devices for healthcare, and highway toll systems.

RFID may be vulnerable to security threats because many
reader devices are of small size and limited capabilities, and
RFID tags are usually passive (powered by a reader’s trans-
mit signal) and cannot execute complex communication and
computational tasks, such as cryptography-based encryption or
authentication [1]. Passive eavesdropping attacks can simply
intercept communication between an RFID reader and a tag to
capture confidential data or analyze traffic to infer such data
[3], [4]. There are also several types of active attacks that can
transmit signals to compromise RFID at the physical layer,
including relay attacks, tag cloning, and jamming [5]–[9].

By closely examining existing attack methods, we find that
they pay less attention to altering the identification or data of
tags on the fly [3]–[9]. For example, the work [7] studied how
jamming attacks use high power interference to overwhelm the
tag’s signal; and cloning attacks only replicate and use genuine
tags [9]. We aim to create a new form of active attack that

can arbitrarily override a tag’s original signal and make the
reader accept a falsified identification or other data from the
tag in a stealthy way. The attack can disrupt the inventory and
logistics (e.g., changing the item label to another label during
tag interrogation) while reducing the chance of being detected.

In particular, we create a new attack named identification
overriding (IDO) attack against RFID. The IDO attack is
designed based on the Electronic Product Code (EPC) RFID
Protocols Generation-2 (EPC Gen 2) standard [10], a widely-
used protocol today. The IDO attack aims to exploit the RFID
decoding process [10], [11] that is based on the average power
of a received signal. When a reader first receives the reflected
signal by a tag, it calculates the average power as the decoding
threshold, then decides a signal symbol as bit 1 if its power is
higher than the threshold and 0 otherwise. The basic attack
intuition is that the decoding process is vulnerable to the
impact of an intentional energy offset, because the power
level of 0 may be raised by this offset and decoded as 1.
By carefully injecting a signal to the tag’s original signal
reflected back to the reader, the attacker can tamper with the
average power threshold and the power of every bit to affect
the decisions of bits 1 and 0. At the same time, the overall
energy of the injected signal is minimized by the attacker
to make the injection signal look normal (instead of being
a high-power signal). We also design the tampering process
without the knowledge of the original identification data of the
tag, making the attacker more flexible to deploy in practice.
Real-world experimental evaluation results show that the IDO
attack can alter identification bits on different tags with success
probabilities of 60% – 99% in various scenarios.

To combat the IDO attack, we propose a defense method
that neither changes tags, nor requires the reader to collect
fingerprint data about tags. This defense method is based
on a statistic of the energy level changes in the signal
received by the reader. We show via experiments that it has
a high efficiency to detect the presence of the IDO attack
and minimize the impact of the IDO attack on legitimate
RFID communication. Our main contributions in this paper
are summarized as follows.

• We provide a new RFID attack, called the IDO attack,
to actively and stealthily override the tag’s data by an
attacker’s intended data. We provide a practical design to
deploy the attack in real-world scenarios.

• We design a defense method that can be easily imple-
mented at a reader to detect the presence of the IDO
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Fig. 1: Communication procedure in EPC Gen-2.

attack. Experimental evaluations show that the method is
effective in detecting the attack.

• We conduct experiments to show the impacts of the
proposed new attack. We also show that the proposed
defense is effective against the attack in experimental
evaluations.

The organization of the remainder of this paper is as follows.
Section II presents the background of RFID communication
and explains our motivation. Section III formulates the attack
model and provides practical solutions. Section IV discusses
the experiment evaluation results. Section V describes the
countermeasure. Sections VI and VII present the related work
and the conclusion, respectively.

II. BACKGROUND AND MOTIVATION

In this section, we first introduce RFID communication, then
model its signal reception process, and present what motivates
us to create the IDO attack.

A. RFID Communication

In this paper, we consider a typical EPC Gen-2 [10] based
RFID communication system between a reader and a passive
tag, which contains a microchip and an antenna to store
and transmit identity information and is powered up by a
continuous wave (CW) signal from the reader. According
to the standard, as shown in Fig. 1, to identify the identity
data stored in the tag, the reader periodically sends a Query
command to scan nearby tags. When a tag enters the interro-
gation zone, it responds by modulating the carrier signal into
a random 16-bit data sequence (RN16). The reader then sends
an ACK command with the same RN16 to verify communica-
tion reliability. Upon successful verification, the tag transmits
the signal containing essential information such as protocol
control, identity data as EPC, and CRC-16 for error detection,
using encoding schemes like FM0 or Miller encoding [10]. If
the RN16 does not match, indicating a communication error,
the reader reschedules another transmission.

B. RFID Decoding

Let a bit sequence b = {b1, ..., bN}, where bn ∈ {0, 1},
denote the encoded essential information bits with length N
stored on the tag. The tag adopts the Amplitude-Shift Keying
(ASK) scheme and modulates the incoming CW signal from
the reader by varying its reflection coefficient based on the
stored bit sequence. The tag reflection gain s(bn) for each bit
bn can be defined as a function of the bit value. Typically,
s(bn) = s0 if bn = 0 and s1 otherwise, where s0 and s1
are the tag gains corresponding to the bit values 0 and 1,

respectively, satisfying |s0| ≪ |s1| ≤ 1 as passive tags never
amplify a signal [12].

To interrogate the tag, the reader first transmits a CW signal
x(t) = A cos(2πft + ϕ), where A is the amplitude, f and
ϕ are the frequency and phase, respectively. Denoted by Tn

the set of sampling time slots corresponding to the bit bn.
Then, the tag modulates each bit bn within Tn based on
the reflection gain s(bn), resulting in the modulated signal
r(t) = s(bn)hRTA cos(2πft + ϕ), for t ∈ Tn, where hRT

is the channel coefficient from the reader to the tag. Due to
the short time duration of tag reflection [10], we consider
the channel remains constant over every Tn, n ∈ [1, N ].
Then, the backscattered signal from the tag travels through the
channel with coefficient hTR back to the reader. We assume
the reader is calibrated to down-convert the signal leakage A
from its transmitter to receiver by using RFID carrier leakage
cancellation technique [13]. Therefore, the received signal y(t)
at the reader can be expressed as:

y(t) = hRThTRs(bn)A cos(2πft+ ϕ) + w(t), (1)

where w(t) represents the Additive White Gaussian Noise
(AWGN) with zero mean and variance σ2.

To decode the received signal y(t) into the original bit
sequence b, the reader needs to analyze the amplitude vari-
ations over time. In (1), the term hRThTRs(bn)A indicates
the amplitude variation due to the tag’s modulation and the
channel effects, and the noise w(t) is independent of the signal
[11], thus the power of the received signal y(t) is

pn =
1

|Tn|
∑
t∈Tn

(|hRThTRs(bn)A|2 + |w(t)|2), (2)

where |Tn| is the cardinality of Tn. By measuring pn, the
reader can decode it into the corresponding bit bn. Based on
the optimal decoding rule, the reader first measures the average
power pa of all received signals pa = 1

N

∑N
n=1 pn. Let D be

the decoding function, which can be expressed as [10], [11]:

D(pn) =

{
1 if pn > pa

0 otherwise.
(3)

C. Challenges and Motivations

Existing attacks on RFID systems primarily fall into three
categories: eavesdropping [3], [4], [14]–[17], relay/cloning
attacks [5], [18]–[25], and jamming attacks [6]–[8], [26].
Eavesdropping and relay/cloning attacks can capture confiden-
tial information and further copy it to replicate genuine tags
and gain unauthorized access. Jamming attacks overwhelm the
tag signal by high power interference to prevent user access.
These attacks focus on compromising the confidentiality and
availability of the system, but there has been less attention
paid to active attacks that can jeopardize the integrity of the
system by injecting false signals.

The integrity of RFID relies on the unique identity of each
tag as the main purpose of RFID is to identify different objects
or people by their unique tags. If a tag cannot provide a reliable
identity to the reader, the whole RFID system becomes less
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trustworthy. Differing from existing attacks, we are interested
in a new attack that can actively compromise the integrity of
RFID by overriding the identity information. Such an attack
should be able to stealthily and arbitrarily override the unique
tag information while reducing the chance of being detected.

The intuition of our attack design, as shown in Fig. 2,
is that ASK-based RFID adopts a power detection threshold
pa by averaging the signal power over the entire receiving
period [10], [11]. By adjusting the received power of malicious
injection signals, the attacker can not only manipulate the
power of the received signal pn, but also alter the decoding
threshold pa, which opens a door to influencing the decoding.

Two practical challenges arise in creating such an attack
while considering both effectiveness and stealthiness.

• Input-agnostic design: The malicious injection signal can
not be generated based on a tag’s transmit data to override
this transmit data. This is because in practice, it can be
difficult for the attacker to know the tag’s data in advance.
In addition, the attack is assumed to be unaware of the
reader’s and tag’s setups, such as CW amplitude A and
hardware reflection gains s(bn).

• Minimizing the energy of injection signal while main-
taining attack effectiveness: The attack can be quite
successful if it significantly overpowers the tag’s signal
at the reader. However, RFID has a normal range of the
received energy and a simple outliner detection can notice
the abnormality due to high power injection. The attack
needs to make efforts to minimize the injection signal’s
energy to make the received signal look normal but still
result in an effective attack.

In the next section, we will create the IDO attack to address
the challenges in practical scenarios.

III. THE IDO ATTACK

In this section, we detail the design of the IDO attack. We
first describe the attack model, then formulate the attack, and
eventually present the practical attack procedure.

A. Adversary Model and Assumptions

In this paper, we consider an attacker transmitting a ma-
licious signal a = {a1, ..., aN} to the RFID communication.
To ensure that the injected signal can be decoded, the frame
format and modulation of the malicious signal follow the
EPC Gen 2 standard, which includes the CRC field and is
modulated by ASK. As previously mentioned, we do not have
prior knowledge of b and only transmit the malicious a in
one shot. We assume that the attacker’s injection signal is

synchronized and superimposed to the tag’s signal transmitted
to the reader, altering pn and pa during the decoding. In
practice, this synchronization is achievable by eavesdropping
on the RFID system. When the ACK is detected, the attacker
can start transmitting a after an inter-frame time interval that
can be calculated by the symbol length of ACK [10]. For
commercial off-the-shelf tags, the bit time length typically
exceeds 1µs [10], [27], making the delay caused by distance
negligible and allowing the reader to receive synchronized
signals from both the tag and the attacker.

B. IDO Attack Formulation

The objective of the IDO attacker is to transmit the mali-
cious signal a to the reader to successfully manipulate the
received signal without being detected by the CRC check.
In ASK, let Aan

be the modulated amplitude of the bit
an at the attacker, thus A2

an
is its transmitting power, then

the transmitted malicious signal can be written as xa(t) =
Aancos(2πft + ϕ). There are two propagation paths for the
attacker’s malicious signal: 1) direct path and 2) reflected path.
Let hAR be the channel coefficient from the attacker to the
reader, and hAT be the channel coefficient from the attacker to
the tag. After adding the malicious signal, the received signal
(1) can be rewritten as

y(t) =hRThTRs(bn)A cos(2πft+ ϕ) + w(t)

+ (hAR + hAThTRs(bn))Aan
cos(2πft+ ϕ),

(4)

for t ∈ Tn. Then, the received power (2) can be rewritten as

pn =
1

|Tn|
∑
t∈Tn

{
|hRThTRs(bn)A

+ (hAR + hAThTRs(bn))Aan |2 + |w(t)|2
}
.

(5)

1) Basic Formulation: Based on (5), the attacker can con-
trol Aan

such that the decoded signal of each pn is an. To
maintain stealthiness and ensure that the received injection
signal still resembles a tag-reflected signal, the amplitude Aan

(and the received energy of the malicious signal added to the
reflected signal) should be minimized at the reader. Therefore,
for n ∈ [1, N ], the attack can be formulated as

Objective: min
Aan

1

N

N∑
n=1

A2
an
, (6a)

Subject to: D(pn) = an. ∀n ∈ [1, N ] (6b)

Since we consider an input-agnostic scenario where the
attacker has no knowledge of b, obtaining explicit theoretical
solutions for directly solving the optimization problem (6)
is difficult. Thus, we adopt a statistic model to make the
attack formulation input-agnostic (i.e., no need for the exact
knowledge of b).

2) Input-Agnostic Attack: The constraint (6b) represents
that the attacker aims to successfully inject its intended bits at
the reader. To make the solution independent of the knowledge
b, we treat bn in b as a random variable following the
independent Bernoulli distribution with parameter 0.5 (i.e., bn



is 0 or 1 with equal probability). It enables us to reformulate
the constraint (6b) in a probabilistic form as

Patt =

N∏
n=1

Pn
att =

N∏
n=1

Pr (D(pn) = an) ≥ Pth, (7)

where Pn
att = Pr(D(pn) = an) is the probability that the

attacker successfully changes the n-th bit to its intended
value, Patt denotes the probability of the attacker successfully
changing all bits, and Pth is a success probability threshold
that the attacker aims to achieve in a practical scenario.

3) Minimizing IDO Attack Signal’s Energy: To make the
injection signal’s energy fall within a normal RFID reception
range, the attacker should minimize its energy by carefully
designing its amplitude Aan

∈ {AL, AH}, where AL and AH

denote the injection signal’s energy levels when the intended
bits are 0 and 1, respectively. However, reducing both AL

and AH may decrease the attack success probability (e.g.,
AL = AH = 0 means no signal injection). To find the optimal
balance, we first introduce the following lemma to show the
relationship between AL, AH and Patt, and then use additional
theorems to simplify the problem (6) to obtain the solution of
AL and AH .

Lemma 1. Given an and bn, let µ(Aan
, bn) be the mean

of y(t) in (4) over t ∈ Tn. Then, the power level pn
in (2) follows the non-central Chi-squared distribution with
degree 2 and its cumulative distribution function is written

as Pr{pn ≤ pa|an, bn} = 1 − Q1(

√
µ2(Aan ,bn)

σ2 ,
√

pa

σ2 ). The
attacker’s success probability can be expressed as

Pn
att =

1

4

∑
i∈{0,1}

[
1−Q1

(√
µ2(AL, i)

σ2
,

√
pa
σ2

)

+ Q1

(√
µ2(AH , i)

σ2
,

√
pa
σ2

)]
,

(8)

where Q1(·, ·) is the Marcum Q-function of order 1, pa is the
average power of the received signal, and σ2 is the variance
of AWGN.

Proof. See Appendix A. □
Lemma 1 provides a theoretical connection from the ma-

licious signal powers AL and AH to the attack success
probability. Based on Lemma 1, we provide a theorem to
intuitively show how AL and AH affect the attack success
probability.

Theorem 1. Under the condition that channel gain
|hAThTRs(bn)| < |hAR|, the following two statements
hold: 1) The success probability Pn

att is monotonically
decreasing with AL. 2) The success probability Pn

att is
monotonically increasing with AH .

Proof. Appendix B. □
The channel condition |hAThTRs(bn)| < |hAR| specified

in Theorem 1 indicates that the reflected channel from the
attacker to the tag and then to the reader should be weaker
than the Line-of-Sight (LoS) channel from the attacker to the

reader. This condition is reasonable in practice, because the
LoS channel is generally better than the reflected one.

Theorem 1 provides an explicit guideline for the attacker
to set both AL and AH in the injection signal. According to
statement 1) in Theorem 1, we should set AL = 0 during
the attack, because this reduces the overall energy of the
injection signal towards the goal in (6a) and increases the
success probability. This indicates that to dominantly control
the decoded signal based on an while maintaining stealthiness,
the optimal approach should keep AL = 0 and only increase
the energy AH to adjust the decision threshold pa so that it
overrides the tag’s signal. In other words, when an = 0, the
attacker should not transmit a signal over the n-bit duration.
Statement 2) in Theorem 1 shows that the attack success
probability is monotonically increasing with AH . Leveraging
the monotonic relationship can speed up the search for an
optimal solution of AH .

The two major results in Theorem 1 simplify (6) to a
univariate optimization problem for the IDO attack as

Objective: min AH ,

Subject to: Patt ≥ Pth.
(9)

The solution to the univariate optimization (9) can be ef-
ficiently found by existing optimization algorithms such as
interior-point or sequential quadratic programming [28], [29]
with a fast convergence rate, which are suitable for RFID
scenarios.

4) Taking Into Account Reader’s Transmit Power and Tag
Reflection Gain: Although most RFID readers have a min-
imum transmit power of 0 or 10 dBm and a maximum
transmit power about 30 dBm [30], [31], the exact value of
the reader’s transmit amplitude A is unavailable to the attacker
and needed to solve (9). In addition, the reflection gains s0 and
s1 are hardware-dependent and often proprietary information
unknown to the attacker. However, s0 ≈ 0 holds for most tags
to maintain the transmission efficiency [32] and we only need
to consider the value of s1 for the attacker to solve (9).

To address this problem of setting up A and |s1|, we first
analyze the relationship between A, |s1|, and the attack success
probability in the following theorem.

Theorem 2. Given AL = 0 and a fixed value of AH , the
probability Pn

att is a monotonically decreasing function of both
A and |s1|.

Proof. See Appendix C. □
Theorem 2 indicates that the success probability Pn

att

decreases as the reader’s transmit amplitude A increases.
Therefore, to maintain a high success probability with the
uncertainty of A, the attacker should set A to be the maximum
value, (e.g., 30 dBm [31]). Similarly, we set the maximum
reflection gain |s1| = 1 [12].

5) The Impact of Channel Gains: From the EPC Gen-2
communication process shown in Fig. 1, AH is solved before
data b is transmitted as all channel gains can be estimated
during the Query, RN16, and ACK transmissions prior to data
b. Specifically, due to the channel reciprocity, we have



• The LoS channel from the attacker to the reader hAR

can be measured by receiving the ACK packet from the
reader.

• The reflected channel of the attacker hAThTR can be
estimated when the tag replies with RN16 to the reader,
which is also received by the attacker.

• Since the communication between the reader and the tag
is usually obstacle-free and LoS, the path loss hRThTR

can be modeled as free-space path loss [33]. Therefore,
hRThTR can be derived based on the distance between
the reader and the tag. If the distance is unknown,
we assume it to be the shortest possible distance, a
wavelength, as this assumption is equivalent to using the
highest transmit power.

C. Practical Attack Procedures

Our previous analysis provides an input-agnostic approach
for generating the malicious injection signal Aan

in real-world
RFID systems. Based on the actual EPC gen 2 protocol [10],
the IDO attack needs to be divided into three phases.

1) Sensing Phase: In this phase, the attacker senses the
wireless environments to gather all necessary information
for generating AH , including estimating all channel gains.
This phase completes after the attacker detects the start
of the ACK transmission.

2) Attacking Phase: The attacker uses the collected in-
formation to solve (9) and then generates the malicious
signal xa(t) based on a. After a fixed inter-frame time
interval delay defined in the protocol, the attacker trans-
mits xa(t) to the reader. The malicious bit sequence a is
designed to pass the CRC check [10].

3) Retry Phase: In this phase, the attacker gets an addi-
tional chance during a communication failure between
the reader and the tag. A failure to pass the CRC check
will trigger the reader to launch a new inventory round.
In this case, the reader will transmit a NAK command to
verify the tag again [10]. The attacker, upon the reception
of the NAK command, will know the previous attack fails
and then launch the attack again.

IV. EXPERIMENTAL EVALUATIONS

In this section, we conduct comprehensive experiments to
evaluate the effectiveness of our proposed attack. We first
introduce the setups, then show and analyze the results.

A. Environment Setup

The experiments were conducted in a large in-door envi-
ronment that used two USRP X310s and commercial off-the-
self tags working at 900 MHz. The first USRP was used to
emulate the reader and the second is the IDO attacker, as an
example shown in Fig. 3. We tested 10 different RFID tags
with ID numbers 1-10: ID 1: Confidex Crosswave Classi UHF
RFID Label; ID 2: Omni-ID Exo 750 Tag; ID 3: Vulcan RFID
Embeddable Wire Tag; ID 4: Vulcan Custom Universal Mini
Asset Tag; ID 5: Vulcan Custom Credential Tag; ID 6: Vulcan
Arrow White Wet Inlay; ID 7: Beontag F62 Paper Tag; ID 8:

Beontag Buhrer P60 Wet Inlay; ID 9: Vulcan Fire UHF White
Wet Inlay; ID 10: HID SlimFlex Tag.

The default settings during our experiments were as follows:
We used the tag with ID 1 as the default tag. The distance
between the tag and the reader was 3 meters. The attacker
was 6 meters away from the reader, which was considered as
a long distance scenario. To conveniently represent AL and
AH in experiments, we used the attacker to transmit a test
signal with AL = 0 and AH = A∗ where A∗ is an amplitude
value adjusted in USRP such that the signal had a received
power of −67 dBm measured at the reader, which was within
the normal RFID received power range (i.e., −92 dBm to −60
dBm [34], [35]) and led to successes of most attacks. We used
this signal as a reference signal and normalized all amplitudes
set up in experiments by A∗. In other words, the reference
signal has a setting of AL = 0 and AH = 1. In addition, we
moved the reader, the attack, and the tag to create different
distance scenarios to analyze the impact of the attack.

B. Experimental Results

1) Impact of Attack Signal: We first set up the IDO attack
with different AL and AH values to evaluate the attack success
probability in Fig. 4. We choose AL = 0, 0.04, 0.08, and 0.12
and vary AH from 0.2 to 1.0.

As Fig. 4 shows, the success probability rises to nearly
100% with increasing AH for any AL value. We observe
that the probability is higher than 97% when AH is higher
than 0.8. Fixing AH while reducing AL improves the attack
success probability. For example, given AH = 0.6, the attack
success probability increases from 94.3% to 97.4% when AL

is reduced from 0.12 to 0. Therefore, we should set AL = 0
for the IDO attack to maximize its success probability as
Theorem 1 shows.

2) Impacts of Environments: We directly change the dis-
tance between the attacker and the reader to test how it
affects the success probability. In particular, we consider three
different distance scenarios: the short, medium, and long
scenarios with distances of 1, 3.5, and 6 meters between the
reader and the attacker, respectively. We change AH from 0.25
to 1.0. As Fig. 5 shows, the success probability is an increasing
function of AH for all three distances. The longer the distance
between the attacker and the reader, the lower the probability
is. For example, when AH = 0.44, the probability falls to
86.6% in the long distance case; in contrast, it is 97.7% in
the short distance case. Therefore, when the attacker is far
away from the reader, it needs to increase its transmit power
to maintain its success.

3) Impacts of Movements: Fig. 6 depicts the attack success
under a movement scenario, where we move the tag around the
reader and measure the attack impact during the movement.
We set AH from 0.23 to 1.0. When the tag is static, the attacker
has a slightly higher success probability than the probability
during the tag movement. For example, when AH = 0.42,
the attacker has 87.3% vs 90.8% success probabilities against
static vs moving tags. This is mainly due to the reason that the
received power varies during the tag movement and the power



Fig. 3: An example of RFID
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decoding threshold may not be as accurate. Fig. 6 shows that
the attack is still effective during the movement scenario.

4) Impacts of Reader’s Transmit Powers: We also evaluate
how the reader’s transmit power affects the success probability
given different AL values for AH = 0.33. We change the
reader’s transmit power from the default maximum value (i.e.,
100%) to 16% with AL = 0, AL = 0.05, AL = 0.10, and
AL = 0.15. Fig. 7 shows the success probability decreases
as the reader’s transmit power increases. For example, when
AL = 0.10, increasing the reader’s power from 36% to 64%
incurs the success probability reducing from 83.6% to 78.8%.
Generally, when the reader’s transmit power goes from 16% to
100%, the success probability drops from 86.0% to 59.1%. It
indicates that a higher AH value is needed to maintain the
success probability. Therefore, the attacker should transmit
with a higher signal amplitude as Theorem 2 shows.

5) Impacts of Tag Products: We then measure the attack
success probabilities against different tag products in Fig. 8
with AL = 0 and AH = 0.55. We can see that generally, the
attacker can achieve an average of 90.0% success probability
against all 10 tags, in which the tag with ID 10 has the highest
probability of 91.4%, and the one with ID 3 has the lowest
probability of 88.5%.

6) Optimized Attack: Next, we calculate the optimal AH

value based on the optimized IDO attack in (9) for different
tags. We set the threshold of the intended attack success
probability Pth as 0.6, 0.7, 0.8, 0.9. As Fig. 9 shows, when
we increase the threshold Pth (i.e., asking for more successful
attacks), the solution to (9) yields a higher AH value. For
example, if we set Pth = 0.7, the attacker needs to set
AH = 0.2 to affect the tag with ID 6. In addition, it is
also observed from Fig. 9 that multiple types of tags lead

to different optimal solutions of AH due to their hardware
differences (e.g., reflection gains).

Finally, we measure the computational complexity to solve
the basic formulation (6) and the optimized univariate formu-
lation (9). We adopt two numerical optimization algorithms,
interior point and active set methods [28], [29], to solve both
formulations. Fig. 10 shows via box-plots that this univariate
formulation (9) can substantially reduce the computational
complexity. For example, when using the active set algorithm,
the median of runtime to solve (6) is 0.022 seconds, but
(9) only needs 0.002 seconds to solve, leading to a runtime
reduction of 91%.

V. DEFENSE STRATEGY

Our experimental results in Figs. 4, 5, and 6 show that
the receiving power of the signal affected by the IDO attack
can still fall within the same range as a normal tag-reflected
signal. Existing defense methods against power overwhelming
attacks, typically focused on detecting the anomaly due to
high power interference (e.g., Wi-Fi [7], Bluetooth [7], and
backscatter communication [6]), cannot be readily adopted in
our scenario. As a result, it is necessary to create a new defense
against the IDO attack in the RFID communication scenario.

A. Defense Design

Recall Theorem 1 shows that power pn follows the non-
central Chi-squared distribution with parameter µ2(Aan

, bn).
Given a particular value n and four combinations of Aan

∈
{AL, AH} and bn ∈ {0, 1}, pn should follow one of four non-
central Chi-squared distributions (with parameters µ2(AL, 0),
µ2(AL, 1), µ2(AH , 0), and µ2(AH , 1)). If there is no attacker,
pn should follow one of two distributions. Intuitively, this
difference can be used to design a defense method to detect the
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IDO attack. After the reader receives the signal that contains
b, it can obtain the distribution of the signal power, as an
example shown in Fig. 11. Then, the reader needs a method
to determine how many distributions can be recognized in the
received signal and what type of distributions they are.

Based on this motivation, we create our defense mechanism,
which consists of three steps: 1) initial data splitting, 2)
distribution fitting, and 3) attack detection.

1) Initial data splitting: The first step splits the received
power into four groups, denoted as Yij , which is the set of
received power values pn under the conditions an = i and
bn = j, where i, j ∈ {0, 1}. Since the optimal decoding
threshold pa is the mean of all samples, the initial splitting can
be done by first dividing all samples into two halves based on
the average power. Each half can then be further split based
on their respective average values.

2) Distribution fitting: We use the result of distribution
fitting to compare with a user-defined threshold, and determine
the presence of the IDO attack.

Let Pij be a random variable representing the received
power under an = i and bn = j. According to Lemma 1, we
know Pij follows the non-central Chi-squared distribution with
degree 2 and noncentrality parameter µ2

ij/σ
2
ij , where µij and

σ2
ij are the noncentrality distance and scale of Pij , respectively.

Denote fPij
(pn;µ

2
ij/σ

2
ij) as the PDF of Pij . Let Pr{ζ|Yij}

be the probability that a measured power is distributed within
group Yij in the histogram. Then, our objective is to separate
the signal into the most evident four groups via finding the
optimal combination of µij and σij to minimize the mean
squared error

ϵij =
1

|Yij |

n∈Yij∑
n

∥∥∥∥∥Pr{ζ|Yij} −
∫
ζ

fPij (pn;
µ2
ij

σ2
ij

)dpn.

∥∥∥∥∥
2

(10)
Existing methods (e.g., [36]) can be used to solve (10).
3) Attack detection: Given the optimal fitting error ϵ∗ij in

minimizing (10) and the corresponding parameters µ∗
ij and

σ∗
ij , we detect the presence of an attack if the following two

conditions hold.
1) The normalized fitting error for all sets is below a

threshold ϵth, i.e., ϵ∗ij/E2(pn) < ϵth.
2) Due to the short period of an RFID signal, all pn values

should have similar variances due to the same impact
of AWGN. Thus, the Index of Dispersion among all σij ,

defined as the variance of σij over the mean of σij , should
be less than a threshold σth.

B. Experimental Results

Next, we use experiments with default settings adopted
from Section IV to evaluate the effectiveness of the proposed
attack detection method. This detection method is tuned to
have a low false alarm rate to avoid undermining the normal
communication between the tag and the reader. We use the
detection rate, which is defined as the probability that the
detection method can successfully detect the presence of the
attack from a reader’s signal.

We first consider an injection attack signal with fixed
AL = 0 and AH = 0.43 in three distance scenarios similar
to Section IV-B (i.e., short: 1 meter, medium: 3.5 meters and
long: 6 meters). In Fig. 12, we measure the detection rate
along with the attacker’s success probability in the case of no
detection. We can see that in the short distance scenario, the
attack can be quite successful with a probability of 97.9%,
but can also be detected by our method with a rate of 96.2%.
Fig. 12 also shows that a lower success attack with a longer
distance leads to a lower detection rate, because the attack’s
signal received at the reader becomes weaker. Although more
difficult to detect, it has a smaller success probability.

Fig. 13 shows the performance of the detection method in
the face of the optimized attack, which optimizes AH such
that Patt ≥ Pth = 90% based on (9). We can find that in the
same short, medium and long distance scenarios, the detection
rate is generally about 90%. For example, the detection rate
is 92.0% in the medium distance scenario.

The intuition of the defense is based on the recognition of
four distributions. We also study whether an attack, which is
aware of the defense, can affect the detection by varying its
power. In particular, we test how varying AH can impact the
detection rate. We set AL = 0 and vary AH = 0.75β where β
follows a uniform distribution within the range [1− γ, 1+ γ].
We set γ to be 0, 0.05, 0.1, 0.15 to control the power
variation level. Fig. 14 shows that by increasing γ, the success
probability drops from 96.4% to 86.9% due to the varying
nature of the signal from attacker. At the same time, the
detection rate decreases from 99.1% to 84.7%. We note that
with a detection rate of 84.7%, the attack has a probability
of 1 - 84.7% = 15.3% to evade the detection. With the
attack’s success probability itself being 86.9%, the probability



of overall attack success (i.e., the attack successfully evading
the detection and injecting its intended bits into the reader)
is 15.3%× 86.9% = 13.29%, which shows the detection can
effectively limit the IDO attack’s impact.

VI. RELATED WORK

Eavesdropping attacks. Eavesdropping attacks that pas-
sively steal information were extensively considered in [3],
[4], [37], [38]. For example, a detection algorithm is proposed
in [4] to detect eavesdropping by leveraging the magnetic
coupling between the antennas of RFID and the attacker.
Random physical stimulation and subsequent behavior analysis
are used to detect whether a tag is being attacked.

Relay and tag cloning attacks. A tag is vulnerable to relay
attacks that maliciously send the reflected signal by the tag
to another place [5], [9], [18]–[25]. For example, the work
in [23] developed a man-in-the-middle attack with a high
success ratio on today’s contactless payment methods over
NFC communication.

Jamming attacks. An attacker can send the jamming signal
at the same RFID frequency with a higher power than the
RFID signal [6]–[8], [26]. For example, the work in [6]
proposed an anti-jamming attack strategy using deep reinforce-
ment learning to learn the jamming behaviors, and adjust the
packet rate and energy consumption of the transmitter.

Injection Attacks. Existing studies tried to inject signals
into various communication systems, though they cannot be
directly adapted to the RFID case. The work in [39], [40] pro-
posed injection attacks targeting the frequency-hopped spread-
spectrum communication that is vulnerable to the packet
capture phenomena, but it is not applicable to the ASK
modulation-based RFID [10]. Studies in [41], [42] exploited
unique procedures of IEEE 802.11 and Glossy protocols, but
such procedures can not be found in EPC gen 2 [10]. In
addition, [43], [44] proposed to inject signals to devices using
the pre-knowledge of circuit hardware design, but it can be
difficult to know the circuit in practice.

Authentication and Fingerprinting. Encryption and au-
thentication techniques have been proposed to protect RFID
[18], [19], [21], [22], [24], [25], [45]. The work in [18] devel-
ops an authentication protocol to encrypt the communication
between reader and tag using physically unclonable functions.
This unpredictable function is based on the minor hardware
difference among tags, hence it is challenging to compromise
the encryption. The work of [21] found that the power of
tag signal varies over frequency and every tag has a unique
reflection coefficient, which can be used as the fingerprint of
tags. However, those defense methods may not be reliable to
the temperature and supply voltage fluctuation [46].

VII. CONCLUSION

In this paper, we proposed an IDO attack, which is able to
inject a malicious signal into a tag’s reflection signal at a reader
to arbitrarily modify the tag’s data. We provided mathematical
modeling to formulate the attack as an optimization problem
to balance the attack success probability and the stealthiness

in terms of a low energy level for the injection signal in
practical scenarios. We also proposed a countermeasure design
that can detect the presence of the IDO attack. Experimental
results demonstrated that the proposed detection achieved high
detection rates in evaluation scenarios.
Acknowledgement: The work at USF was supported in part
by NSF Grants 2044516 and 2316719. The work at OU was
supported in part by NSF Grant 2316720.

APPENDIX A
PROOF OF LEMMA 1

As the channel remains constant over Tn, n ∈ [1, N ], y(t)
in (4) within Tn follows a complex Gaussian distribution with
a non-zero mean µ(Aan

, bn) due to AWGN w(t). Given (5),
power pn follows the non-central Chi-squared distribution with
degree 2 [47]. Therefore, we have

µ(Aan ,bn)= |hARAan+hAThTRs(bn)Aan+hRThTRs(bn)A|
= ((hARAan + hAThTRs(bn)Aan + hRThTRs(bn)A)

× (h∗
ARAan

+ h∗
ATh

∗
TRs(bn)Aan

+ h∗
RTh

∗
TRs(bn)A))

1
2 ,

pa = 2σ2 +

1∑
i=0

(µ2(AL, i)P (an = 0)P (bn = i)

+ µ2(AH , i)P (an = 1)P (bn = i)). (11)

APPENDIX B
PROOF OF THEOREM 1

We introduce Lemmas 2 to 4 to prepare our proof.
Lemma 2. Q1(

√
µ2(Aan ,bn)

σ2 ,
√

pa

σ2 ) is increasing with Aan

if the following inequality holds:

I1(

√
µ2(Aan , bn)pa

σ2
)/I0(

√
µ2(Aan , bn)pa

σ2
)

>
∂
√

pa

σ2

∂Aan

/
∂

√
µ2(Aan ,bn)

σ2

∂Aan

. (12)

Proof. Based on total derivative, Q1(

√
µ2(Aan ,bn)

σ2 ,
√

pa

σ2 ) is
increasing with AH if the following inequality holds:

∂Q1(

√
µ2(Aan ,bn)

σ2 ,
√

pa

σ2 )

∂

√
µ2(Aan ,bn)

σ2

∂

√
µ2(Aan ,bn)

σ2

∂Aan

> −
∂Q1(

√
µ2(Aan ,bn)

σ2 ,
√

pa

σ2 )

∂
√

pa

σ2

∂
√

pa

σ2

∂Aan

. (13)

According to [48], for any Aan ≥ 0 and bn ∈ {0, 1}, the
following relations hold:

∂Q1(

√
µ2(Aan ,bn)

σ2 ,
√

pa

σ2 )

∂

√
µ2(Aan ,bn)

σ2

≥ 0 ≥
∂Q1(

√
µ2(Aan ,bn)

σ2 ,
√

pa

σ2 )

∂
√

pa

σ2

,

∂Q1(

√
µ2(Aan ,bn)

σ2 ,
√

pa

σ2 )

∂

√
µ2(Aan ,bn)

σ2

/−
∂Q1(

√
µ2(Aan ,bn)

σ2 ,
√

pa

σ2 )

∂
√

pa

σ2

= I1(

√
µ2(Aan , bn)pa

σ2
)/I0(

√
µ2(Aan , bn)pa

σ2
) < 1, (14)



where I1 and I0 are modified Bessel functions of the first kind
with orders 1 and 0, respectively, which leads to (12). □

Lemma 3. Inequality (12) holds when bn = 1.
Proof. The left-hand side (LHS) of (12), I1(·)/I0(·), in-

creases from 0 to 1 in [0,∞) with an increasing. When√
µ2(Aan

, bn)pa/σ
2 is small, it is not likely to achieve (12).

With an increases,
√
µ2(Aan

, bn)pa/σ
2 also increases. Then,

(12) can hold because the right-hand side (RHS) of (12) could
be much smaller than 1. Given (11), the RHS of (12) is
calculated as:

RHS =
∂
√
pa

∂Aan

/
∂µ(Aan

, bn)

∂Aan

=
1

4
√
pa

(µ(Aan
, 1)

∂µ(Aan
, 1)

∂Aan

+ µ(Aan , 0)
∂µ(Aan , 0)

∂Aan

)/
∂µ(Aan , bn)

∂Aan

. (15)

When bn = 1, as |s0| ≪ |s1| [32], it can be
shown that ∂µ(Aan ,0)

∂Aan
/
∂µ(Aan ,1)

∂Aan
<

µ(Aan ,1)
µ(Aan ,0) , then RHS <

1
2
√
pa
µ(Aan

, 1) ≪ 1 always holds for (15). We approximate
I1(·)
I0(·) ≈ 1 because of the following reason: µ2(Aan ,1)

2σ2 and pa

2σ2

are the signal-to-noise ratios, which are usually higher than 10

dB in real-world-scenarios [49]. Thus,
√

µ2(Aan ,1)pa

σ2 > 20.
I1(20)
I0(20)

= 0.97 and this ratio is approximately 1 for larger√
µ2(Aan ,1)pa

σ2 with the relative error lower than 3% [50]. Thus,
(12) holds, which means that all bits can be manipulated when
bn = 1. □

Lemma 4. Inequality (12) holds when bn = 0 and channel
gain |hAThTRs(bn)| is smaller than |hAR|.

Proof. When bn = 0, we have

∂µ(Aan , 1)

∂Aan

/
∂µ(Aan , 0)

∂Aan

=
µ(Aan , 0)

µ(Aan
, 1)

(2(hAR + hAThTRs1)

(h∗
AR + h∗

ATh
∗
TRs1)Aan + ((hAR + hAThTRs1)

h∗
RTh

∗
TR + (h∗

AR + h∗
ATh

∗
TRs1)hRThTR)As1)

/(2(hAR + hAThTRs0))(h
∗
AR + h∗

ATh
∗
TRs0)Aan

+ ((hAR + hAThTRs0)h
∗
RTh

∗
TR

+ (h∗
AR + h∗

ATh
∗
TRs0)hRThTR)As0), (16)

which shows that RHS (15) may exceed 1 if |hAThTRs(bn)|
is large.Then, the bit can not be manipulated by the attacker
when bn = 0. If |hAThTRs(bn)| is smaller than hAR, the RHS
of (15) is still smaller than 1. We discuss two cases for an.

First, we discuss a larger value for Aan . Suppose√
µ2(Aan ,0)pa

σ2 > 20, we can use the same proof in Lemma 3.
Since I1(·)

I0(·) ≈ 1 and the RHS is less than 1, (12) holds.

Second, we discuss a smaller value for an. Since I1(·)
I0(·) is

monotonically increasing and convex [51], we can relax it

within the bound of 20 as I1(·)
I0(·) > I1(20)

20I0(20)

√
µ2(Aan ,0)pa

σ2 =

0.0485

√
µ2(Aan ,0)pa

σ2 . Based on (16) and (15), (12) holds under
the assumption that |hAThTRs(bn)| < |hAR|. □

Proof of Theorem 1: Now we use Lemmas 2 to 4 to prove
the monotonicity of equation (8). First we prove the mono-
tonicity over AH . Given AL and n-th bit of yn, we know pa is

increasing with AH , and Q1(
√

µ2(AL,bn)
σ2 ,

√
pa

σ2 ) is deceasing
with pa. In (8), Pr{pn ≤ pa|an = 0, bn = i} for bn = 0 and
1 is increasing and approaches 100% when AH is increasing.

Since Lemmas 2 to 4 prove that Q1(

√
µ2(Aan ,bn)

σ2 ,
√

pa

σ2 ) is
increasing with Aan

, Pr{pn > pa|an = 1, bn = i} is
increasing with AH . Therefore, (8) is increasing with AH .
Second, given AH and n-th bit of yn, we can adopt a similar
way to prove that (8) is decreasing with AL. □

APPENDIX C
PROOF OF THEOREM 2

We use the following equation to analyze the effect of A:

Q1(

√
µ2(Aan ,bn)

σ2 ,
√

pa

σ2 )

∂A
=

∂Q1(

√
µ2(Aan ,bn)

σ2 ,
√

pa

σ2 )

∂

√
µ2(Aan ,bn)

σ2

·
∂

√
µ2(Aan ,bn)

σ2

∂A
+

∂Q1(

√
µ2(Aan ,bn)

σ2 ,
√

pa

σ2 )

∂
√

pa

σ2

∂
√

pa

σ2

∂A
. (17)

When bn = 0 holds, we have
∂
√

µ2(Aan ,0)

∂A = 0 because
|s0| ≈ 0 in (11) [32]. The inequality (14) shows that (17) ≤ 0.
Since Marcum Q function is decreasing with A, Lemma 1
shows that Pr{pn ≤ pa|an =0, bn =0} and Pr{pn >pa|an =
1, bn = 0} are monotonically increasing and decreasing with
A, respectively.

When bn = 1 holds, we approximate I1(·)
I0(·) ≈ 1 because√

µ2(Aan ,1)pa

σ2 > 20, as we have shown in Lemma 3. Given
I1(·)
I0(·) = 1 and (11), the inequality (14) shows (17) ≥ 0 if the
following inequality holds:

4
√
pa≥(µ(AH , 1)

∂µ(AH , 1)

∂A
+µ(0, 1)

∂µ(0, 1)

∂A
)/
∂µ(Aan

, 1)

∂A
.

The amplitude µ(Aan
, 1) can be separated into the components

from the attacker and the reader. Thus, ∂µ(Aan ,1)
∂A is basically

not affected by Aan . Then, ∂µ(AH ,1)
∂A ≈ ∂µ(0,1)

∂A , and the above
inequality is proved. Therefore, we obtain that (17) ≥ 0.
Pr{pn < pa|an = 0, bn = 1} is monotonically decreasing
with A, and Pr{pn > pa|an = 1, bn = 1} is monotonically
increasing with A.

In a real-world scenario, the reader always transmits with
enough power for A to guarantee that the communication has
a low bit error rate. Hence, both Pr{pn < pa|an = 0, bn = 0}
and Pr{pn > pa|an = 1, bn = 1} shall be nearly 100%. They
remain to be 100% even if A is increasing. However, both
Pr{pn > pa|an = 1, bn = 0} and Pr{pn < pa|an = 0, bn =
1} decrease with A. Therefore, Patt is deceasing with A.

Now consider the effect of s(bn). The probability Pr{pn >
pa|an = 1, bn = 0} is not affected because |s0| ≈ 0 [32].
Since a larger |s1| is equivalent to increasing A for Pr{pn <
pa|an = 0, bn = 1}, we can finally conclude that Patt is
deceasing with |s1|. □
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[47] D. J. Maširević, “On new formulas for the cumulative distribution func-
tion of the noncentral chi-square distribution,” Mediterranean Journal
of Mathematics, vol. 2, no. 14, pp. 1–13, 2017.

[48] W. Pratt, “Partial differentials of Marcum’s Q function,” Proceedings of
the IEEE, vol. 56, no. 7, pp. 1220–1221, 1968.
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