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General log processing framework
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Message Passing Interface

• A communication protocol for parallel computing. 

• Dominant model used in HPC (Sur et al. 2017).

• Popular implementation includes MPICH, Open MPI, etc.



Example MPI log file



MPI commands

The MPI commands that were commonly used [DeMasi et al. 2013].

Sending MPI_Send, MPI_ Rsend, MPI_Isend

Receiving MPI_Recv, MPI_Irecv

Collective MPI_Allgatherv, MPI_Allreduce, MPI_Alltoallv

MPI_Barrier, MPI_Bcast, MPI_Gather

MPI_Gatherv, MPI_Reduce, MPI_Testall

MPI_Waitall, MPI_Waitany

Other MPI_Iprobe, MPI_Test, MPI_Barrier



Malicious detection

Sergey Levine et al. 2017

• Reinforcement learning



Log analytics using Reinforcement learning

• ReLog framework
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Training data generation

• Generative adversarial networks
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Occurring frequency of MPI commands



Training loss of ReLog



Detection performance
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