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Abstract—In this paper, we address the problem of quantify- binary exponential backoff defined in DCF. Thus, it is still

ing the impact of backoff misbehaving nodes in IEEE 802.11 ynclear how one or even multiple backoff misbehaving nodes

networks. We propose two performance metrics,throughput affect the performance of an 802.11 network
gain ratio and throughput degradation ratio to quantify the ) '

performance gain of misbehaving nodes over legitimate noge  In this paperwe address the problem of quantifying the
and the performance loss of legitimate nodes due to backoff impact of backoff misbehaving nod¥®ge first define a backoff

misbehavior, respectively. We use asymptotic analysis toedive mishehavior model that is a generalized form of widely-
both throughput gain ratio and throughput degradation ratio in  |,sed models in the literature [1], [2], [5], [6]. Then, we

an IEEE 802.11 network in the presence of multiple misbehawig h ; .
nodes. We show that, in general, the throughput gain ratio proposed two performance metrigsroughput gain raticand

increases linearly with the number of legitimate nodes, andhe throughput degradation ratioto quantify the impact of a
throughput degradation ratio increases linearly with the number misbehaving node in an 802.11 network. The throughput gain

of misbehaving nodes. Finally, we use ns-2 simulations to Ndate  ratio is defined as the ratio of throughput of a misbehaving
our analytical results. node to that of a legitimate one, indicating how much gain
. INTRODUCTION the misbehaving node can obtain. The throughput degradatio

IEEE 802.11 distributed coordination function (DCF) uselrsat'.o. is defined as the ratio of the throughpqt_ loss of a
. : . . egitimate node to the throughput that the legitimate node
binary exponential backoff to coordinate all wireless rote

i L should have if there were no misbehaving nodes, indicating
access the shared wireless channel. However, it is not 8|W%W much loss the legitimate node suffers

guaranteed that a node can legitimately follow the binary ) ) ) )

exponential backoff as wireless devices become more proWVe show via both analytical results and ns-2 simulations
grammable to support compatibility and flexibility of wiess that, in general, the throughput gain ratio of misbehaving
protocols. It is possible that a node can deliberately mdatp N0des goes linearly with the number of legitimate nodes,

its backoff time to gain unfair access to the channel, which {Vhile the throughput degradation ratio of legitimate nogess

referred to adackoff misbehaviofl]. linearly with the number of misbehaving nodes. Therefore,
Backoff misbehavior can lead to severe problems, such 2&Sides the backoff schemes used by misbehaving nodes, both

unfairness [1] and even denial-of-service [2]. In the dtere, the number o_f_legltlmate nodes gnd the number of m_|sb_ehavmg

there are mainly two lines of work to deal with backoff misbe?0des are critical factors to the impact of backoff mishatrav

havior: backoff misbehavior detection [3], [4] and backois- ©ON & network.

behavior resilient protocol design [5], [6]. Besides prbng The rest of this paper is organized as follows. In Section II,

these two types of counter-measures to backoff misbehavi¢g introduce models for legitimate and misbehaving nodes an

existing work focused little attention on quantifying timegact formulate the problem of quantifying the impact of backoff

of backoff misbehavior. A recent work in [7] pointed out thafhisbehavior. In Sections Il and IV, we present our main

counter-measures should focus on the backoff misbehaviégults via analytical modeling and simulations. Finailg

with significant gains and at the same time neglect backé&®@nclude in Section V.

misbehaviors with marginal gains to save resources such as

energy and bandwidth. Therefore, quantification of the gain

of backoff misbehavior is a prerequisite to guiding the gesi

of counter-measures. To this end, the authors in [7] prapase

metric, gain factor, to measure the gain of backoff misbairav

However, the metric is limited since it is assumed in [7] that IEEE 802.11 DCF uses binary exponential backoff to re-
there exists only one misbehaving node in a network ‘.""%8|ve packet collisions due to uncoordinated nodes. Inrbina

tha_‘t every Iegitim_ate r_10de choos_es _its_ randqm back_off t'"(]:&ponential backoff, a node which has packets ready to
uniformly from a fixed interval, which is inconsistent withet transmit keeps sensing the channel until the channel is idle

The work was supported by Army Research Office (ARO) undemgra@nd then generatgs a random b?-CkOﬁ. time um.formly. from
Number 53435-CS-SR. [0, w — 1], wherew is calledcontention windowAt first w is

Il. MODELS AND PROBLEM STATEMENTS

A. Legitimate and Misbehaving Backoff Schemes



set to bewy, which is calledminimum contention winddwand 300
is doubled after each collision, up &w,, whereK is the
upper-limit of retransmissions. According to this procedu
we formally define the legitimate backoff scheme in 802.11
DCF as follows.

Definition 1 (Legitimate backoff schemélhe legitimate
backoff schemeB is the backoff scheme in which the
random backoff timel’(7) after thei-th collision is uniformly
distributed on[0, 2iwy), wherew, is the minimum contention
window of legitimate nodes.

Remark 1:As shown in [8], the transmission probability 0 1 2 3
of a node that determines how frequently the node can access after the i-th collision
the channel is no_t SenSit_ive v when X is large, especially . 1. The increasing of contention windows: legitimateckudf v.s.
when K > 15, which motivates many works (e.g., [8], [9]) tOmisbehaving backoff.
assumel’ = oo to simplify the analysis of the backoff process
of a node. Thus, we also assumfie= co in this paper.

Then, we formally define backoff misbehavior as follows.measures the damage that backoff misbehavior causes to the

Definition 2 (Backoff scheme for misbehaving nodd$)e network. Formally, we define the metrics as follows.
misbehaving backoff schemB,, is the backoff scheme in Definition 3: In an IEEE 802.11 network with legitimate
which the random backoff tim&,,(¢) after thei-th collision nodes andn,, misbehaving nodes. Throughput gain ratio is
is uniformly distributed on[0, yw,,), wherew,, and~ are defined as
the minimum contention window and backoff multiplier of Rg = S/ S, (1)
misbehaving nodes, respectively. It holds théw,, < 2w, wheresS,, and S are the throughputs of a misbehaving node
for i = 0,1,2,..., wherewy is the minimum contention and a legitimate node, respectively. Throughput degradati
window of legitimate nodes. ratio is defined as

_Remark 2:Fig. 1 illustrates the compqrison qf the le- Rp=1-S/S,, )
gitimate backoff scheme and several misbehaving backoff ) - ]
schemes. As shown in Fig. 1, misbehaving backoff schemes'[1eresS is the throughput of a legitimate node, afidis the

ways have smaller contention windows and thus can access{H@UIhput of a legitimate node in the same network when
channel more frequently than legitimate nodes. It is difficuN€re werer+n,, legitimate nodes and no misbehaving nodes

to develop a unified misbehavior model including all possibfn the netwo.rk. . L . .
misbehaving schemes since the behavior of a misbehavingi€mark 3:Throughput gain ratio is an important meric
node can be arbitrary as long as it gains more accesstfigt is already used in the literature [10], [11] to quantify
the channel. Our backoff misbehavior model is a generalizEtf heterogeneous gains in IEEE 802.11e. The gain obtained
form of widely-used models for backoff misbehavior in th&Y Misbehaving nodes, on the other hand, indicates that ther
literature. For exampley — 2 means that the misbehaving_ex'StS performance degra_datlon of all legitimate nodessT_h
node also adopts binary exponential backoff, which is tH&&lS0 important to quantify the performance loss of legtie
model used in [1], [4], and = 1 means that the misbehavingnOdeS' For example, if a misbehaving node leads to 1%

node always fixes its contention window, which is the mod&iroughput degradation of a legitimate node, its impact can

200
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Contention Window

used in [2], [6]. be considered to be negligible from a network perspective
' . since it does not significantly disrupt the normal operatiba
B. Problem Formulations network. However, if it results in 99% throughput degradlati

Misbehaving nodes can have more chance to access ®h¢he legitimate node, it should be regarded as a harmfutnod
channel than legitimate nodes at the cost of performanideénce, both throughput gain ratio and throughput degrauati
loss of legitimate nodes. Thus, the impact of misbehavirigtio are valid metrics for quantifying the impact of badkof
nodes on a wireless network is two-fold. First, they induse dnisbehavior.
unfairness problem in the network. Second, they cause damag
to a network in that they unfairly access the shared wireless
medium, leading to performance degradation of legitimafe Modeling Throughput Ratios

nodes. Therefore, we introduce two performance metrics tooyr proposed metrics to evaluate the impact of backoff
quantify the impact of misbehaving nodes. The firshisugh- misbehavior are based on throughput ratios. Thus, it is es-
put gain ratiothat measures the unfairness induced by backeféntial to model the throughput of a node. We consider an
misbehavior. The second throughput degradation ratithat g802.11 network with: legitimate nodes and,,, misbehaving

1 - _ _ , o _ nodes. All nodes work in the basic access model and are

The minimum contention window is the initial value of the tamtion . d . h | h K d
window. For example, the minimum contention window is 32 BEE n Satu_rate status, _|.e., they always avt_a.pac ets ready to
802.11b, and is 16 in IEEE 802.11g. transmit. The only difference between legitimate nodes and
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Node A?L Eggz 31 and ﬁo that

A . n+n,—1
«+ [idie[ twranssmission [idle[idie[ / fcollision/ /[idle| +-- >time po=1—(1-5) 9
T T T Bo =2/(wo(1 —po)/(1 —2p,) —1). (10)

B. Main Results

In order to derive the throughput gain ratio (3) and the
throughput degradation ratio (8), we have to solve the non-

misbehaving nodes is the backoff scheme. The packet lendihgar fixed-point equations (4)—(7), (9) and (10), whicle ar
of all nodes are equal. As shown in Fig. 2, the time in DCP general mathematically intractable. Numerical methtuds

is slotted, every transmission occupies a slot whose leisgtHfind the solutions of the non-linear equations are widelyduse
approximately the length of a packet. Every node can transiiil the literature (e.g., [12], [13]). In the following, we Wi

a packet at a slot with a certain probability that depends ¢e asymptotic analysis to derive the throughput gain and
its backoff scheme. A node can successfully transmit a gackeroughput degradation ratios.

if it makes a transmission attempt and at the same time noBefore we proceed to our main results, we first introduce
collision happens. two lemmas.

Modeling the throughput for 802.11 DCF has been well Lemma 1: The collision probabilities of legitimate and mis-

RN ) behaving nodeg andp,,, are increasing functions of the num-
studied in many papers (e.g., [10], [12]). Therefore, itciafs %er of legitimate node, and the transmission probabilities of

from [12] that the throughput of a node can be modelq - . . .
! egitimate and misbehaving nod@sand 3, are decreasin
as Snode = Psucclp/E(Ls), where Py is the successful fu?]lcltions ofn. It r:olds tr\]/;tg #sand g

transmission probability of the nodé,, is the packet length,

Fig. 2. Time slots in IEEE 802.11 DCF.

and E(L,) is the average length of a slot af@{L,) = Jim p = 1/2, lim §=0, (11)
Paieo + (1 — Paie)Lp = (1 — Pgie)Lp, Whereo is the length lim py = 1,  lm B, = co, (12)
of an idle slot andr <« L,. Pqe is the probability that no n—oo n—oo
node transmits at a slot. Then, the throughput gain ratio Cafferec, = — 3w +57+6+ /w2, —6ywn +4wn 2572 —607+36 and
be computed as o2 = 2/ (uny 11701 . A(—wmt37)
Ro = PSUCC'”“S: Pm (1 _pm), (3) Proof: The a%ofs thap and p,,, are increasing functions
Psyccteg B(1—p) of » and that3 and 3,, are decreasing functions of follow

where Psycemis and Psyccleg @re the successful transmissionhe same line in [11]. It has also been shown in [11] that
probabilities of a legitimate node and a misbehaving nodém,, ... p = 1/2 andlim,, ., 8 = 0. Thus, in the following,
respectivelys andg,, are the transmission probabilities of theve prove thafim,, .. pr, = ¢1 andlim,, o Bm = ca.
legitimate and misbehaving nodes, respectivelgndp,,, are  Consider the non-linear equations (4) and (5). The necgssar
the collision probabilities of the legitimate and misbeinav condition for the equations holding i@ — p)(1 — 3) = (1 —
nodes, respectively. In this paper, the transmission fitiya p,,)(1 — 3,,). Thuslim,, .o (1 — p)(1 — 3) = lim, o (1 —
of a node is defined as the probability that the node transmits ) (1 — 3,,). Sincelim,, .., p = 1/2 andlim,, .. 8 = 0, we
a packet at a slot, and the collision probability of a node et
defined as the probability that there is at least one othee nod (1— lim p,)(1— lim B,) =1/2. (13)
transmitting when the node transmits a packet. Thuand sypstituting (6) into (13) and solving the equation, we final
pm Can be represented by and 3,,, as have lim,, oo pm, = c1, and lim, .o By = ca2, Where

{ pm=1—(1— ﬁ)n (1- ﬁm)nm_l @) ¢ = — 3wy +57 464/ w2, —6ywm +4w,, +2572—607+36 and ¢, —

4(—wm+37)
p=1-(1-0)"""1=8n"". 5) 2/(wmi=2 —1). O
On the other hand, given the backoff schemes in Defini-Lemma 2:The transmission probabilities, 3,, and j,,
tions 1 and 2, it follows from [11] thatl and j3,, can be and the collision probabilitiep, p,,, andp, satisfy thats =
represented as O(1/n), Bm = c2+0(1/n), B, = O(1/n),p = 1/2+6(1/n),
{ ﬁm — 2/(wm(1 —pm)/(l _ 7pm) _ 1) (6) Pm = C1 + @(1/71), Po = 1/2 + @(1/71),2 Wherecl and Co

are constants defined in Lemma 1.

B =2/(wo(l = p)/(1=2p) = 1). (7) Proof: In the following, we only prove? = ©(1/n). The
From Definition 3, the throughput degradation ratio can k@hers can be derived in a similar way and are omitted due to
also computed as page limit. First, we rewrite (5) as

. ﬁ(l_p) 1_(1_]90)(1_50) (8)

60(1_1)0) 1_(1_p)(1_6) ’ ) ) ) )
wherep, and 3, are the collision and transmission probabili-_“We say functionf(z) is of the same order as functigy(x) and write
. f a leqiti de i k wh h f(z) = ©(g(=x)) if and only if there exist two positive real numbets and
ties of a legitimate node In a network where thereasen,, ¢c2 and a real numbego such thatei|g(z)| < |f(z)| < calg(z)| for all

legitimate nodes and no misbehaving nodes. It holdspfor « > «o.

Rp =1 p=1- e(n=1)In(1-p) (1= Bp)"™. (14)




From Lemma 1p is an increasing function of converging Then, it suffices to showim,, ..o Rp = —n, logy(1 —c2) to

to 1/2. Therefore for any < ¢; < 1/2, the following always finish the proof.

holds forn sufficiently large. From Lemmas 1 and 23 is a decreasing function aof
e < 1—r=D(-p) (1= B)"™ . (15) and 8 = ©(1/n). Thereforelim,,_,, nf3 = b exists. Thus, it

, . follows from (5) that

From Lemma 1,5 converges decreasingly to zero, which ) 1 .

means there exist, > o; > 0 such thate=(»~Dof > Jim (1 —p) = lim (1-6)""" lim (1= Gn)"".  (26)

e=HmA=A) > =(n=of for all sufficiently large n. From Lemmas 1 and 2, Equation (26) can be written as

Further, 38,, is always upper bounded by/(w,, — 1). We

then have 1/2=e"(1—c)". (27)
6 <1 eoa(n=1B, (16) Solving (27) forb yields
wherees = ((wp, —2)/(wy, —1))™. We get the lower bound b= nhféo nf =2+ np Il - cp). (28)
5> (Ines — In(1 — 1))/ (oa(nn — 1)). (17) The transmission probability3, is the probability that a

. . . _legitimate node makes a transmission at a slot when there
On the other hand, singe converges increasingly 0 1/2, itgyists no misbehavior in the network. It has been shown in

holds that [13] that lim,, ... 3, — In2 andlimy, .. p, — 1/2. Thus,
1/2>1— e WA=A) (13 ' >1 —e~71(»=108 (18) we have
Therefore, we have lim Rp = 1— lim B 11 -p 11— (11— Po)(i — Bo)
B <In2/(o1(n —1)). (9 " T;;Of;m mg)f_ 62)( p)(1=7)
Combining (17) and (19) completes the proof. O =1- )
With Lemmas 1 and 2, we now state our main results. = —n, logy (1 — c2). (29)

Theorem 1 (Throughput Gain Ratio)n a network withn  when~ = 2, we havec, = 0 and thus
legitimate nodes and,, misbehaving nodes, the throughput lim R o logy(1—0) =0 if v =2 (30)
D = —Nm 2 _ = = .

gain ratio of a misbehaving node is n—oo
Re — (wo — 4)/(wy — 4) + O(1/n) v =2 (20) Combining (?5), (29), and (30) completes the_ pro_of. d _
O(n) 1<vy<2- Remark 4:Theorems 1 and 2 show that if misbehaving

nodes adopt binary exponential backeff€ 2), their gainR¢
is always upper bounded and convergesug —4)/(w.,, —4)
and, at the same time, their damage to the netwBrk
becomes negligible when the number of legitimate nodes

Proof: First, it can be obtained from Lemma 1 that =
0 if and only if v = 2. The throughput gain ratio can be
represented as

Re = (Bm(1 = pm))/(B(1 = p)). (21) becomes large. Wheh< v < 2, we haveR¢ = ©(n), show-
From Lemma 2, we have ing that the gain of misbehaving nodes depends mainly, on
(2 +O(1/n))(1 = c1 — O(1/n)) and increases linearly with. Thus, interestingly, the more the

Rg =

6(1/n)(1/2-6(/n) (22) Egg\ebserg;‘lli?;tigﬁ;er r;}c;?\zs,t:]heeg;c;:g the gair_1 of mist_)ehaving
; . , ge of misbehaving nodes
If co >0, we haveRg = O(n). If ¢ =0, it holds that to the networkRp — —n,, log(1 — ¢2) + ©(1/n), wherecs
R — O(1/n)(1 —c1 —06(1/n)) o depends only on the backoff scheme of misbehaving nodes,
G = =0(1)+06(1/n). (23) . _ . ! ;
O(1/n)(1/2 - 6(1/n)) showing thatRp, increases linearly with.,,, whenn is large.
It has been shown in [11] théitn,, .. Rg = (wo—4)/(Wm —
4). Therefore, where, = 0, Rg = (wo — 4)/(wy, — 4) + IV. SIMULATION RESULTS
O(1/n). O We perform ns-2 simulations to validate our analysis and
Theorem 2 (Throughput Degradation Ratidj a network to further evaluate the impact of backoff misbehaving nodes
with n legitimate nodes and,,, misbehaving nodes, theWe use the following setups in our simulations: the IEEE
throughput degradation ratio of a legitimate nd@lg € [0,1] 802.11 MAC module, the TwoRayGround propagation model,
satisfies the WirelessChannel model. The legitimate nodes use binary
R — { O(1/n) y=2 (24) exponential backoff with minimum contention windawy =
D —nmlogy(l —c2) +0(1/n) 1<y <2 32. We use(v, wy,) to denote a misbehaving backoff scheme
wherec, is a constant defined in Lemma 1. since according to Definition 2, a misbehaving backoff saem
lHepends only on backoff multiplierand minimum contention
window w,,. Figs. 3 and 4 illustrate the throughput gain
and throughput degradation ratios in an IEEE 802.11 network

Proof: From Lemma 2 and Equation (8), the throughp
degradation ratio can be written as

1y/1 1 1 1 1
Rp = 1— GG -9G) 1 - (G -0G)1 - 6()) with one misbehaving node, respectively. We consider three
)5 -0(£)(1-(3-6(x)(1-6(%)))) different misbehaving schemes: (1,16), (1.5,16), and6f2,1
= 0(1) 4+ 6(1/n). (25) From Figs. 3 and 4, we see that the throughput gain ratio of
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Fig. 3. Throughput gain ratios of misbehavindrig. 4. Throughput degradation ratios of legiti- Fig. 5. Throughput degradation ratios of legit-
nodes versus the number of legitimate nodes. mate nodes nodes versus the number of legitimatenate nodes versus the number of misbehaving
nodes nodes

a (2,16) misbehaving node is approximately a constant anduaed asymptotic analysis to derive the throughput gain and
the same time the throughput degradation ratio convergesdegradation ratios and showed that, in general, a misbegavi
zero, which indicates that when a misbehaving node adopisde achieves more gain in a large-scale network than it does
binary exponential backoffy{ = 2), it can only achieve a in a small-scale network. However, its damage to a large-
constant gain and has negligible impact on a network whenale network is smaller than its damage to a small-scale
the number of legitimate nodes is large. However, the network. We further show that the damage that misbehaving
throughput gain ratios of (1,16) and (1.5,16) misbehavingpdes cause to a network increases linearly with the number
schemes go linearly witm and the throughput degradationof misbehaving nodes.
ratios converge decreasingly to their limiting bounds tuat
calculated according to Equation (29). Figs. 3 and 4 further
indicate that, interestingly, a misbehaving node in generdl]l P. Kyasanur and N. H. Vaidya, "Selfish MAC layer misbeloavin
achieves more gain in a large-scale network (i.e., a network \é"g;l%slseyngtg}’ﬁlr%:)?'z Trans. Mobile Computingvol. 4, no. 5, pp.
with a large number of legitimate users) than it does in akkmal[2] s. Szott, M. Natkaniec, R. Canonico, and A. R. Pach, “lotpaf
scale network. On the contrary, its damage to a large-scale contention window cheating on single-hop IEEE 802.11e MANE
network is smaller than its damage to a_small-_scale ng'gwor 3 ":_ i_“gér%;Lii!zs\{vgggsoagvgg'aﬁ%oﬁ’£ pé;ii%;:%ammparison
Fig. 5 shows the throughput degradation ratio of legitimate = of detection schemes for MAC layer misbehavior,” Rioc. of IEEE
nodes in a network with 10 legitimate nodes and multiple mis-4] LNE%EO%O}{ Alf)é-e 2(;%, ﬁp_-A14gﬁ;i1§951étectin stationeating on
behaving nodes, which ao_'OPt th(_:" (:!"16) SCheme' Itis Opdewé b.ackoffg;ule.s iﬁ 802’.11 netv;/ori(s usiﬁg sequent?al analy'm'sProg of
that throughput degradation ratio increases linearly it IEEE INFOCOM'06 Apr. 2005.
number of misbehaving nodeﬁn and f|na”y converges to 1. [5] J. Konorski, “A game-theoretic study of CSMA/CA under ackoff

] . ] . attack,” IEEE/ACM Trans. Networkingvol. 14, no. 6, pp. 1167-1178,
It is worth noting that, according to our analytical anadyshe Dec. 2008.

throughput degradation rati®p, can have a value greater than [g] M. Cagalj, S. Ganeriwal, I. Aad, and J.-P. Hubaux, “Orfisalbehavior
1 whenn,, is sufficiently large. It is due to the multistability ~ in CSMA/CA networks,” inProc. of IEEE INFOCOM'05vol. 4, Mar.

. . . . 2005, pp. 2513-2524.
phenomenon pointed out in [11] that leads to multi-solution [7] S. Radosavac, J. S. Baras, and |. Koutsopoulos, “An #ingdtamework

of the fixed-point equations (4)-(7). In simulations, we ridu for modeling and detecting access layer misbehavior in lesee net-
that when the analytical degradation rafity, is larger than works,” ACM Trans. Information and Systems Secuynitgl. 11, no. 4,

. . N pp. 19:1-19:28, Jul. 2008.
1, the simulated throughput degradation ratio is always N€%; A Kumar, E. Altman, D. Miorandi, and M. Goyal, “New ingigs from

1. As shown in Fig. 5,Rp starts to increase linearly as ~ a fixed point analysis of single cell IEEE 802.11 wireless Ls¥Nn
n,, increases, and eventually converges to 1, which indicates Proc. of IEEE INFOCOM '05vol. 3, Mar. 2005, pp. 1550— 1561.

- . . . [9] D. Xu, T. Sakurai, and H. L. Vu, “An access delay model f&EE
that our analytical result is only applicable to the lingarl 802.11e EDCAIEEE Trans. Mobile Computingvol. 8, no. 2, pp.

increasing part. However, it is reasonable to assume tHgat on  261-275, Feb. 2009.
a small amount of misbehaving nodes exist in an 802.1%P] J. Hui and M. Devetsikiotis, "A unified model for the permance
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network; therefore, our result is still valid to assess tamdge pp. 1498-1510, Sept. 2005.

REFERENCES

of misbehaving nodes to a network. [11] V. Ramaiyan, A. Kumar, and E. Altman, “Fixed point arsify of single
cell IEEE 802.11e WLANS: uniqueness, multistability andotighput
V. CONCLUSIONS differentiation,” inProc. of ACM SIGMETRICS 'Q2005, pp. 109-120.

. . . [12] G. Bianchi, “Performance analysis of the IEEE 802.1ktributed
In this paper, we analyzed the impact of backoff misbehaV-" coordination function,TEEE J. Sel. Areas in Communol. 18, no. 3,

ior in IEEE 802.11 networks. We proposed two performance pp. 535-547, Mar. 2000. ' '
metrics, throughput gain ratioand throughput degradation 1% S)‘(‘pjc')n'é‘r’]"t?;' b’\;g(k)dfﬁlgl]zgélzg?\/lLT'raEr;sMII\Ithr\}volr:keirrg/roTalna?er?iyszls F;’;
ratio to quantify the performance gain of misbehaving nodes 343355, Apr. 2005. ' T

and the performance loss of legitimate nodes, respectivédy



