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Abstract—In this paper, we address the problem of quantifying the impact of backoff misbehaving nodes in IEEE 802.11
networks. We propose two performance metrics, throughput
gain ratio and throughput degradation ratio to quantify the
performance gain of misbehaving nodes over legitimate nodes
and the performance loss of legitimate nodes due to backoff
misbehavior, respectively. We use asymptotic analysis to derive
both throughput gain ratio and throughput degradation ratio in
an IEEE 802.11 network in the presence of multiple misbehaving
nodes. We show that, in general, the throughput gain ratio
increases linearly with the number of legitimate nodes, and the
throughput degradation ratio increases linearly with the number
of misbehaving nodes. Finally, we use ns-2 simulations to validate
our analytical results.

I. I NTRODUCTION
IEEE 802.11 distributed coordination function (DCF) uses
binary exponential backoff to coordinate all wireless nodes to
access the shared wireless channel. However, it is not always
guaranteed that a node can legitimately follow the binary
exponential backoff as wireless devices become more programmable to support compatibility and flexibility of wireless
protocols. It is possible that a node can deliberately manipulate
its backoff time to gain unfair access to the channel, which is
referred to as backoff misbehavior [1].
Backoff misbehavior can lead to severe problems, such as
unfairness [1] and even denial-of-service [2]. In the literature,
there are mainly two lines of work to deal with backoff misbehavior: backoff misbehavior detection [3], [4] and backoff misbehavior resilient protocol design [5], [6]. Besides providing
these two types of counter-measures to backoff misbehavior,
existing work focused little attention on quantifying the impact
of backoff misbehavior. A recent work in [7] pointed out that
counter-measures should focus on the backoff misbehaviors
with significant gains and at the same time neglect backoff
misbehaviors with marginal gains to save resources such as
energy and bandwidth. Therefore, quantification of the gain
of backoff misbehavior is a prerequisite to guiding the design
of counter-measures. To this end, the authors in [7] proposed a
metric, gain factor, to measure the gain of backoff misbehavior.
However, the metric is limited since it is assumed in [7] that
there exists only one misbehaving node in a network and
that every legitimate node chooses its random backoff time
uniformly from a fixed interval, which is inconsistent with the
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binary exponential backoff defined in DCF. Thus, it is still
unclear how one or even multiple backoff misbehaving nodes
affect the performance of an 802.11 network.
In this paper, we address the problem of quantifying the
impact of backoff misbehaving nodes. We first define a backoff
misbehavior model that is a generalized form of widelyused models in the literature [1], [2], [5], [6]. Then, we
proposed two performance metrics, throughput gain ratio and
throughput degradation ratio, to quantify the impact of a
misbehaving node in an 802.11 network. The throughput gain
ratio is defined as the ratio of throughput of a misbehaving
node to that of a legitimate one, indicating how much gain
the misbehaving node can obtain. The throughput degradation
ratio is defined as the ratio of the throughput loss of a
legitimate node to the throughput that the legitimate node
should have if there were no misbehaving nodes, indicating
how much loss the legitimate node suffers.
We show via both analytical results and ns-2 simulations
that, in general, the throughput gain ratio of misbehaving
nodes goes linearly with the number of legitimate nodes,
while the throughput degradation ratio of legitimate nodes goes
linearly with the number of misbehaving nodes. Therefore,
besides the backoff schemes used by misbehaving nodes, both
the number of legitimate nodes and the number of misbehaving
nodes are critical factors to the impact of backoff misbehavior
on a network.
The rest of this paper is organized as follows. In Section II,
we introduce models for legitimate and misbehaving nodes and
formulate the problem of quantifying the impact of backoff
misbehavior. In Sections III and IV, we present our main
results via analytical modeling and simulations. Finally, we
conclude in Section V.
II. M ODELS AND P ROBLEM S TATEMENTS
A. Legitimate and Misbehaving Backoff Schemes
IEEE 802.11 DCF uses binary exponential backoff to resolve packet collisions due to uncoordinated nodes. In binary
exponential backoff, a node which has packets ready to
transmit keeps sensing the channel until the channel is idle
and then generates a random backoff time uniformly from
[0, w − 1], where w is called contention window. At first w is

set to be w0 , which is called minimum contention window1 , and
is doubled after each collision, up to 2K w0 , where K is the
upper-limit of retransmissions. According to this procedure,
we formally define the legitimate backoff scheme in 802.11
DCF as follows.
Definition 1 (Legitimate backoff scheme): The legitimate
backoff scheme B is the backoff scheme in which the
random backoff time T (i) after the i-th collision is uniformly
distributed on [0, 2i w0 ), where w0 is the minimum contention
window of legitimate nodes.
Remark 1: As shown in [8], the transmission probability
of a node that determines how frequently the node can access
the channel is not sensitive to K when K is large, especially
when K ≥ 15, which motivates many works (e.g., [8], [9]) to
assume K = ∞ to simplify the analysis of the backoff process
of a node. Thus, we also assume K = ∞ in this paper.
Then, we formally define backoff misbehavior as follows.
Definition 2 (Backoff scheme for misbehaving nodes): The
misbehaving backoff scheme Bm is the backoff scheme in
which the random backoff time Tm (i) after the i-th collision
is uniformly distributed on [0, γ i wm ), where wm and γ are
the minimum contention window and backoff multiplier of
misbehaving nodes, respectively. It holds that γ i wm < 2i w0
for i = 0, 1, 2, ..., where w0 is the minimum contention
window of legitimate nodes.
Remark 2: Fig. 1 illustrates the comparison of the legitimate backoff scheme and several misbehaving backoff
schemes. As shown in Fig. 1, misbehaving backoff schemes always have smaller contention windows and thus can access the
channel more frequently than legitimate nodes. It is difficult
to develop a unified misbehavior model including all possible
misbehaving schemes since the behavior of a misbehaving
node can be arbitrary as long as it gains more access to
the channel. Our backoff misbehavior model is a generalized
form of widely-used models for backoff misbehavior in the
literature. For example, γ = 2 means that the misbehaving
node also adopts binary exponential backoff, which is the
model used in [1], [4], and γ = 1 means that the misbehaving
node always fixes its contention window, which is the model
used in [2], [6].
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Fig. 1.
The increasing of contention windows: legitimate backoff v.s.
misbehaving backoff.

measures the damage that backoff misbehavior causes to the
network. Formally, we define the metrics as follows.
Definition 3: In an IEEE 802.11 network with n legitimate
nodes and nm misbehaving nodes. Throughput gain ratio is
defined as
RG = Sm /S,
(1)
where Sm and S are the throughputs of a misbehaving node
and a legitimate node, respectively. Throughput degradation
ratio is defined as
RD = 1 − S/So ,

(2)

where S is the throughput of a legitimate node, and So is the
throughput of a legitimate node in the same network when
there were n+nm legitimate nodes and no misbehaving nodes
in the network.
Remark 3: Throughput gain ratio is an important metric
that is already used in the literature [10], [11] to quantify
the heterogeneous gains in IEEE 802.11e. The gain obtained
by misbehaving nodes, on the other hand, indicates that there
exists performance degradation of all legitimate nodes. Thus, it
is also important to quantify the performance loss of legitimate
nodes. For example, if a misbehaving node leads to 1%
throughput degradation of a legitimate node, its impact can
be considered to be negligible from a network perspective
since it does not significantly disrupt the normal operation of a
network. However, if it results in 99% throughput degradation
of the legitimate node, it should be regarded as a harmful node.
Hence, both throughput gain ratio and throughput degradation
ratio are valid metrics for quantifying the impact of backoff
misbehavior.

B. Problem Formulations
Misbehaving nodes can have more chance to access the
channel than legitimate nodes at the cost of performance
loss of legitimate nodes. Thus, the impact of misbehaving
nodes on a wireless network is two-fold. First, they induce an
unfairness problem in the network. Second, they cause damage
to a network in that they unfairly access the shared wireless
medium, leading to performance degradation of legitimate
nodes. Therefore, we introduce two performance metrics to
quantify the impact of misbehaving nodes. The first is throughput gain ratio that measures the unfairness induced by backoff
misbehavior. The second is throughput degradation ratio that
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A. Modeling Throughput Ratios
Our proposed metrics to evaluate the impact of backoff
misbehavior are based on throughput ratios. Thus, it is essential to model the throughput of a node. We consider an
802.11 network with n legitimate nodes and nm misbehaving
nodes. All nodes work in the basic access model and are
in saturated status, i.e., they always have packets ready to
transmit. The only difference between legitimate nodes and

1 The minimum contention window is the initial value of the contention
window. For example, the minimum contention window is 32 in IEEE
802.11b, and is 16 in IEEE 802.11g.
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βo = 2/(w0 (1 − po )/(1 − 2po ) − 1).

(10)

In order to derive the throughput gain ratio (3) and the
throughput degradation ratio (8), we have to solve the nonlinear fixed-point equations (4)–(7), (9) and (10), which are
in general mathematically intractable. Numerical methods to
find the solutions of the non-linear equations are widely used
in the literature (e.g., [12], [13]). In the following, we will
use asymptotic analysis to derive the throughput gain and
throughput degradation ratios.
Before we proceed to our main results, we first introduce
two lemmas.
Lemma 1: The collision probabilities of legitimate and misbehaving nodes p and pm are increasing functions of the number of legitimate node n, and the transmission probabilities of
legitimate and misbehaving nodes β and βm are decreasing
functions of n. It holds that

Modeling the throughput for 802.11 DCF has been well
studied in many papers (e.g., [10], [12]). Therefore, it follows
from [12] that the throughput of a node can be modeled
as Snode = Psucc Lp /E(Ls ), where Psucc is the successful
transmission probability of the node, Lp is the packet length,
and E(Ls ) is the average length of a slot and E(Ls ) =
Pidle σ + (1 − Pidle )Lp ≈ (1 − Pidle )Lp , where σ is the length
of an idle slot and σ ≪ Lp . Pidle is the probability that no
node transmits at a slot. Then, the throughput gain ratio can
be computed as
Psucc-mis
βm (1 − pm )
RG =
=
,
(3)
Psucc-leg
β(1 − p)
where Psucc-mis and Psucc-leg are the successful transmission
probabilities of a legitimate node and a misbehaving node,
respectively. β and βm are the transmission probabilities of the
legitimate and misbehaving nodes, respectively; p and pm are
the collision probabilities of the legitimate and misbehaving
nodes, respectively. In this paper, the transmission probability
of a node is defined as the probability that the node transmits
a packet at a slot, and the collision probability of a node is
defined as the probability that there is at least one other node
transmitting when the node transmits a packet. Thus, p and
pm can be represented by β and βm as
(
n
n −1
pm = 1 − (1 − β) (1 − βm ) m
(4)

lim p = 1/2,

n→∞

lim pm = c1 ,
√ 2

n→∞

−3wm +5γ+6+

lim β = 0,

(11)

lim βm = c2 ,

(12)

n→∞
n→∞

w −6γwm +4wm +25γ 2 −60γ+36

m
and
where c1 =
4(−wm +3γ)
1−c1
c2 = 2/(wm 1−γc1 − 1).
Proof: The proofs that p and pm are increasing functions
of n and that β and βm are decreasing functions of n follow
the same line in [11]. It has also been shown in [11] that
limn→∞ p = 1/2 and limn→∞ β = 0. Thus, in the following,
we prove that limn→∞ pm = c1 and limn→∞ βm = c2 .
Consider the non-linear equations (4) and (5). The necessary
condition for the equations holding is (1 − p)(1 − β) = (1 −
pm )(1 − βm ). Thus limn→∞ (1 − p)(1 − β) = limn→∞ (1 −
pm )(1 − βm ). Since limn→∞ p = 1/2 and limn→∞ β = 0, we
get
(1 − lim pm )(1 − lim βm ) = 1/2.
(13)
n→∞
n→∞
Substituting (6) into (13) and solving the equation, we finally
have limn→∞ pm √
= c1 , and limn→∞ βm = c2 , where

−3wm +5γ+6+

w 2 −6γwm +4wm +25γ 2 −60γ+36

m
and c2 =
c1 =
4(−wm +3γ)
1−c1
2/(wm 1−γc1 − 1).

Lemma 2: The transmission probabilities β, βm and βo ,
and the collision probabilities p, pm , and po satisfy that β =
Θ(1/n), βm = c2 +Θ(1/n), βo = Θ(1/n), p = 1/2+Θ(1/n),
pm = c1 + Θ(1/n), po = 1/2 + Θ(1/n),2 where c1 and c2
are constants defined in Lemma 1.
Proof: In the following, we only prove β = Θ(1/n). The
others can be derived in a similar way and are omitted due to
page limit. First, we rewrite (5) as

n

p = 1 − (1 − β)
(1 − βm ) m .
(5)
On the other hand, given the backoff schemes in Definitions 1 and 2, it follows from [11] that β and βm can be
represented as

βm = 2/(wm (1 − pm )/(1 − γpm ) − 1)
(6)
β = 2/(w0 (1 − p)/(1 − 2p) − 1).

(9)

B. Main Results

misbehaving nodes is the backoff scheme. The packet lengths
of all nodes are equal. As shown in Fig. 2, the time in DCF
is slotted, every transmission occupies a slot whose length is
approximately the length of a packet. Every node can transmit
a packet at a slot with a certain probability that depends on
its backoff scheme. A node can successfully transmit a packet
if it makes a transmission attempt and at the same time no
collision happens.

n−1

po = 1 − (1 − βo )n+nm −1

(7)

From Definition 3, the throughput degradation ratio can be
also computed as
β(1 − p) 1 − (1 − po )(1 − βo )
,
(8)
RD = 1 −
βo (1 − po ) 1 − (1 − p)(1 − β)
where po and βo are the collision and transmission probabilities of a legitimate node in a network where there are n + nm
legitimate nodes and no misbehaving nodes. It holds for po

nm

p = 1 − e(n−1) ln(1−β) (1 − βm )

.

(14)

2 We say function f (x) is of the same order as function g(x) and write
f (x) = Θ(g(x)) if and only if there exist two positive real numbers c1 and
c2 and a real number x0 such that c1 |g(x)| ≤ |f (x)| ≤ c2 |g(x)| for all
x > x0 .

3

From Lemma 1, p is an increasing function of n converging
to 1/2. Therefore for any 0 < ǫ1 < 1/2, the following always
holds for n sufficiently large.
nm

ǫ1 ≤ 1 − e(n−1) ln(1−β) (1 − βm )

.

Then, it suffices to show limn→∞ RD = −nm log2 (1 − c2 ) to
finish the proof.
From Lemmas 1 and 2, β is a decreasing function of n
and β = Θ(1/n). Therefore, limn→∞ nβ = b exists. Thus, it
follows from (5) that

(15)

From Lemma 1, β converges decreasingly to zero, which
means there exist σ2 > σ1 > 0 such that e−(n−1)σ1 β ≥
e(n−1) ln(1−β) ≥ e−(n−1)σ2 β for all sufficiently large n.
Further, βm is always upper bounded by 1/(wm − 1). We
then have
ǫ1 ≤ 1 − e−σ2 (n−1)β ǫ2 ,

lim (1 − p) = lim (1 − β)n−1 lim (1 − βm )nm .

n→∞

nm

1/2 = e−b (1 − c2 )

Therefore, we have

nm

(27)

n→∞

(28)

The transmission probability βo is the probability that a
legitimate node makes a transmission at a slot when there
exists no misbehavior in the network. It has been shown in
[13] that limn→∞ nβo = ln 2 and limn→∞ po = 1/2. Thus,
we have
β 1 − p 1 − (1 − po )(1 − βo )
lim RD = 1 − lim
n→∞
n→∞ βo 1 − po 1 − (1 − p)(1 − β)
ln 2 + nm ln(1 − c2 )
= 1−
ln 2
= −nm log2 (1 − c2 ).
(29)

(17)

(19)

Combining (17) and (19) completes the proof.

With Lemmas 1 and 2, we now state our main results.
Theorem 1 (Throughput Gain Ratio): In a network with n
legitimate nodes and nm misbehaving nodes, the throughput
gain ratio of a misbehaving node is

(w0 − 4)/(wm − 4) + Θ(1/n) γ = 2
RG =
Θ(n)
1 ≤ γ < 2 . (20)

When γ = 2, we have c2 = 0 and thus

lim RD = −nm log2 (1 − 0) = 0

n→∞

if γ = 2.

(30)

Combining (25), (29), and (30) completes the proof.

Remark 4: Theorems 1 and 2 show that if misbehaving
nodes adopt binary exponential backoff (γ = 2), their gain RG
is always upper bounded and converges to (w0 − 4)/(wm − 4)
and, at the same time, their damage to the network RD
becomes negligible when the number of legitimate nodes n
becomes large. When 1 ≤ γ < 2, we have RG = Θ(n), showing that the gain of misbehaving nodes depends mainly on n
and increases linearly with n. Thus, interestingly, the more the
number of legitimate nodes, the more the gain of misbehaving
nodes. On the other hand, the damage of misbehaving nodes
to the network RD = −nm log(1 − c2) + Θ(1/n), where c2
depends only on the backoff scheme of misbehaving nodes,
showing that RD increases linearly with nm when n is large.

Proof: First, it can be obtained from Lemma 1 that c2 =
0 if and only if γ = 2. The throughput gain ratio can be
represented as
RG = (βm (1 − pm ))/(β(1 − p)).

.

b = lim nβ = ln 2 + nm ln(1 − c2 ).

≥ 1 − e−σ1 (n−1)β .(18)

β ≤ ln 2/(σ1 (n − 1)).

(26)

Solving (27) for b yields

(16)

On the other hand, since p converges increasingly to 1/2, it
holds that
1/2 ≥ 1 − e(n−1) ln(1−β) (1−βm)

n→∞

From Lemmas 1 and 2, Equation (26) can be written as

where ǫ2 = ((wm − 2)/(wm − 1))nm . We get the lower bound
β ≥ (ln ǫ2 − ln(1 − ǫ1 ))/(σ2 (n − 1)).

n→∞

(21)

From Lemma 2, we have
(c2 + Θ(1/n))(1 − c1 − Θ(1/n))
.
(22)
RG =
Θ(1/n)(1/2 − Θ(1/n))
If c2 > 0, we have RG = Θ(n). If c2 = 0, it holds that
Θ(1/n)(1 − c1 − Θ(1/n))
RG =
= Θ(1) + Θ(1/n). (23)
Θ(1/n)(1/2 − Θ(1/n))
It has been shown in [11] that limn→∞ RG = (w0 −4)/(wm −
4). Therefore, when c2 = 0, RG = (w0 − 4)/(wm − 4) +
Θ(1/n).

Theorem 2 (Throughput Degradation Ratio): In a network
with n legitimate nodes and nm misbehaving nodes, the
throughput degradation ratio of a legitimate node RD ∈ [0, 1]
satisfies 
Θ(1/n)
γ=2
RD =
. (24)
−nm log2 (1 − c2 ) + Θ(1/n) 1 ≤ γ < 2

IV. S IMULATION R ESULTS
We perform ns-2 simulations to validate our analysis and
to further evaluate the impact of backoff misbehaving nodes.
We use the following setups in our simulations: the IEEE
802.11 MAC module, the TwoRayGround propagation model,
the WirelessChannel model. The legitimate nodes use binary
exponential backoff with minimum contention window w0 =
32. We use (γ, wm ) to denote a misbehaving backoff scheme
since according to Definition 2, a misbehaving backoff scheme
depends only on backoff multiplier γ and minimum contention
window wm . Figs. 3 and 4 illustrate the throughput gain
and throughput degradation ratios in an IEEE 802.11 network
with one misbehaving node, respectively. We consider three
different misbehaving schemes: (1,16), (1.5,16), and (2,16).
From Figs. 3 and 4, we see that the throughput gain ratio of

where c2 is a constant defined in Lemma 1.
Proof: From Lemma 2 and Equation (8), the throughput
degradation ratio can be written as
Θ( n1 )( 12 − Θ( n1 )) (1 − ( 12 − Θ( n1 )(1 − Θ( n1 ))))
RD = 1 −
Θ( n1 )( 12 − Θ( n1 )) (1 − ( 12 − Θ( n1 )(1 − Θ( n1 ))))
= Θ(1) + Θ(1/n).
(25)
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Fig. 3. Throughput gain ratios of misbehaving
nodes versus the number of legitimate nodes.
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a (2,16) misbehaving node is approximately a constant and at
the same time the throughput degradation ratio converges to
zero, which indicates that when a misbehaving node adopts
binary exponential backoff (γ = 2), it can only achieve a
constant gain and has negligible impact on a network when
the number of legitimate nodes n is large. However, the
throughput gain ratios of (1,16) and (1.5,16) misbehaving
schemes go linearly with n and the throughput degradation
ratios converge decreasingly to their limiting bounds that are
calculated according to Equation (29). Figs. 3 and 4 further
indicate that, interestingly, a misbehaving node in general
achieves more gain in a large-scale network (i.e., a network
with a large number of legitimate users) than it does in a smallscale network. On the contrary, its damage to a large-scale
network is smaller than its damage to a small-scale network.
Fig. 5 shows the throughput degradation ratio of legitimate
nodes in a network with 10 legitimate nodes and multiple misbehaving nodes, which adopt the (1,16) scheme. It is observed
that throughput degradation ratio increases linearly with the
number of misbehaving nodes nm and finally converges to 1.
It is worth noting that, according to our analytical analysis, the
throughput degradation ratio RD can have a value greater than
1 when nm is sufficiently large. It is due to the multistability
phenomenon pointed out in [11] that leads to multi-solutions
of the fixed-point equations (4)-(7). In simulations, we found
that when the analytical degradation ratio RD is larger than
1, the simulated throughput degradation ratio is always near
1. As shown in Fig. 5, RD starts to increase linearly as
nm increases, and eventually converges to 1, which indicates
that our analytical result is only applicable to the linearly
increasing part. However, it is reasonable to assume that only
a small amount of misbehaving nodes exist in an 802.11
network; therefore, our result is still valid to assess the damage
of misbehaving nodes to a network.
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Fig. 5. Throughput degradation ratios of legitimate nodes versus the number of misbehaving
nodes

used asymptotic analysis to derive the throughput gain and
degradation ratios and showed that, in general, a misbehaving
node achieves more gain in a large-scale network than it does
in a small-scale network. However, its damage to a largescale network is smaller than its damage to a small-scale
network. We further show that the damage that misbehaving
nodes cause to a network increases linearly with the number
of misbehaving nodes.
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V. C ONCLUSIONS
In this paper, we analyzed the impact of backoff misbehavior in IEEE 802.11 networks. We proposed two performance
metrics, throughput gain ratio and throughput degradation
ratio to quantify the performance gain of misbehaving nodes
and the performance loss of legitimate nodes, respectively. We
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